Mammuua ISP

1. Hacrpoiika 1OMEHHOr0 UMEHU

Komanna:
hostname
BriBon;:

hostname

reuungdufsud lu

Komanna:
hostnamectl set-hostname isp.au-team.irpo

BriBon:

hostnamect] set-hostname isp.au-team.irpo
hostname

isp.au—team. irpo

2. Hactpoiika untepdericon

Komanpa:
ipa

BriBo:



y gdi noqueue state NOWN group default gqlen 1666
brd 06:08 168 :80 : 88

1ft forever

d_1ft for
ROADCAST ,MULTICA ’ default qlen
0B:01:00

altname enpBs:

inet 18.8.1:

38 : :5
alid_Ift

UP group default gqlen

T,UP,LENLH mtu 156808 g q ate UP group d 11t glen
:81:82 brd ff:ff:ff:ff: 01 Ff

e global e
link
er
mtu 1566 isc fq_codel ate UP group default glen
ff

A brd 169.254 : pe global dymamic nopre route ensb
- iamic mngtnpaddr
alid_Lft

inetb feBB::
valid_If

3. Hactpoiika nnHaMU4eCKOU TPaHCISALIMU aIpECOB

Komanna:
vim /etc/net/sysctl.conf

BriBog:
i /e1C/SyYsSC
iy
IPu4 packet forwarding.
This variable is special, its change resets all configuration

parameters to their default state (RFC 11 for hosts, RFC 16812 for
routers).

wet . ipud.ip_forward 1
e

# Source validation by reversed path, as specified in RFC 1812.
it

Hacrpoiika He Tpebyercsa

Komanna:
iptables -t nat -L

BriBox:



iptables -t nat -L
Chain PREROUTING (policy ACCEPT)
target prot opt source destination

Chain INPUT (policuy A FT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)

target prot opt source destination

Chain POSTROUTING (policy ACCEPT)
target prot opt source destination

Hactpoiika.

Komanpa:
iptables —t nat —-A POSTROUTING -0 ens3 -] MASQUERADE
iptables-save >> /etc/sysconfig/iptables
systemctl enable --now iptables

BriBogn:

target rot opt urce destination

target prot opt e destination

Chain OUTPUT (polic
destination

cu ACCE
urce destination
anywhere anywhere

4, Hactpoiika wacoBoro nosica

Komanna:
timedatectl

BriBo:



tinedatect]
ocal time A4-05 14:
time H4-H85% 11:
H4-A5 11
scow (ASK,

aystem clock synchron :
NTF =er »: actiuve
RTC im local TZ: no

ISP HACTPOEH

Mamuna HQ-RTR

1. Hactpoiika nomeHHOro nmMenu

Komanna:
en
sh hostname

BriBon:

acTpOMKa.

Komanna:
en
conft
hostname HQ-RTR
ip domain-name au-team.irpo
end
write memory

BriBox:



2. Hacrpoiika [P-anpecos

Komanpa:
sh ip interface brief

BriBon:

Hacrtpoiika He T TCS

3. Hactpoiika nosb3oBarenei

Komanna:
sh users localdb

BriBon:




4, Hactpoiika GRE

Komanna:
sh interface tunnel.0

BriBon;

—  ECNHNYCTO, TO T

en
conf t

interface tunnel.0

ip address 10.10.10.1/30

ip tunnel 172.16.1.2 172.16.2.2 mode gre
end

write memory

BriBon:




5. Hacrpoiika ctatnyeckor MapupyTU3anuiu

Komanna:

sh ip route

BriBo:

", 3HAYUT
DLIPYT NO YMOM4YaHUIO He
HacTpOeH

TpebyeTcsa HacTpoiKa

Hactpoiika.

Komanpa:
conf t
ip route 0.0.0.0 0.0.0.0 172.16.1.1
end
write memory

BriBon:




6. Hactpoiika quHamudeckoit mapiipyTtusauu (OSPF)

Komanna:

sh ip route

BriBon;:

ecnu HeT Oykebl O B Tabnuue
MapLIpyTMU3aLmm

Heobxoguma HacTpoiika OSPF

Hactpoiika.

Komanpa:
en
conf t
router ospf 0
network 10.10.100.0/27 area 0
network 10.10.200.0/28 area 0
network 10.10.30.0/29 area 0
network 10.10.10.0/30 area O
passive-interface default
no passive-interface tunnel.0
area 0 authentication
exit
interface tunnel.0
ip ospf authentication message-digest
ip ospf message-digest-key 1 md5 P@sswOrd
end

write memory



BriBogn:

g
_— - e

7. Hactpoiika quHamudeckoi Tpancisaiuu aapecos (NAT)
Komanna:

C HQ-CLI Bemmonuuts: ping 172.16.1.1
C HQ-RTR Bemonuuts: Show ip nat translations

BriBox:

MMO HACTpOMTE




Hactpoiika.

Komanpa:
en
conf t
interface isp
ip nat outside
exit
interface vI100
ip nat inside
exit
interface vI200
ip nat inside
exit
interface vI999
ip nat inside
exit
ip nat pool HQ 10.10.0.1-10.10.200.254

ip nat source dynamic inside-to-outside pool HQ overload interface isp
end

write memory

BriBog:

8. HacTtpoiika mpoTokoa auHaMmudeckoit konpurypamuu xoctos (DHCP)



Komanna:

show dhcp-server 1 detailed

BriBogn:
Hacrpoiika He Tpedyercs

Q. Hactpoiika wacoBoro nosica
Komanna:

show ntp timezone

BriBon:

Hactpoiika.
Komanna:
en
conf t

ntp timezone utc+3

BriBo:



HQ-RTR HACTPOEH

Mammuaa BR-RTR

1. Hactpolika 10MEHHOTO UMEHU

Komanna:
en
sh hostname

BriBon:

acTpOMKa.

Komanna:
en
conft
hostname BR-RTR
ip domain-name au-team.irpo
end
write memory

BriBo:



2. Hactpoiika [P-anpecos

Komanpa:
sh ip interface brief

BriBon:

3. Hacrpoiika mosib3oBaTeneit

Komanna:
sh users localdb

BriBon:

4. Hactpoiika GRE

Komanna:



sh interface tunnel.0

BriBon:

—  eCnW NycTo, TO TpeGYETCA HACTPOAKA
Hactpoiika.
Komanna:
en
conf t

interface tunnel.0

ip address 10.10.10.2/30

ip tunnel 172.16.2.2 172.16.1.2 mode gre
end

write memory

BriBog:

5. Hacrpoiika cTaTuueckoil MmapipyTu3anuu

Komanna:

sh ip route

BriBo:



y SHAYUT
YAHWIO HE
HacTpoeH

Tpebyerca HacTpoiika

Hactpoiika.

Komanpa:
conf t
ip route 0.0.0.00.0.0.0 172.16.2.1
end
write memory

BriBon:

6. Hacrpoiika nuaamudeckoit mapmpytu3sarmu (OSPF)

Komanna:



sh ip route

BriBon:

ecnu HeT 6ykebl O B Tabnuue
MapLIpyTM3aumm

Heobxoguma HacTpoiika OSPF

Hactpotika.

Komana:
en
conf t
router ospf 0
network 10.20.10.0/30 area O
network 10.10.10.0/30 area O
passive-interface default
no passive-interface tunnel.0
no passive-interface fw
area 0 authentication
exit
interface tunnel.0
ip ospf authentication message-digest
ip ospf message-digest-key 1 md5 P@sswOrd
exit
interface fw
ip ospf authentification message-digest
ip ospf message-digest-key 1 md5 P@sswOrd
end

write memory



BriBon:

7. Hacrpoiika nuHamudeckoi tpancisiiuu aapecos (NAT)

Komanna:
C BR-RTR Bremonuuts: show ip nat translations

BriBon:



Ecnu nycTo, [IUMO HACTPOWTL

Hactpoiika.

Komanpa:
en
conf t
interface isp
ip nat outside
exit
interface fw
ip nat inside
exit
ip nat pool BR 10.0.0.1-10.254.254.254
ip nat source dynamic inside-to-outside pool BR overload interface isp
end

write memory

BriBon:




8. Hacrpoiika wacoBoro nosica

Komanna:

show ntp timezone

BriBogn:

acTpOMKa.

Komanpa:
en
conft
ntp timezone utc+3

BriBon:

BR-SRV HACTPOEH

Mamuna HQ-SW

1. Hactpolika 1oMEHHOTO UMEHU
Komanna:
hostname
BriBon:

hostnamne

| reuug4ufsud lu




Hactpoiika.

Komanna:

hostnamectl set-hostname hg-sw.au-team.irpo

BriBon:

tnamect] set-hostname hg-sw. team. irpo
name

2. Hactpoiika uatepdericon

Komanna:

tate UNKNOWN group default glen 1868
i

ntu 1588 gqdisc fg_codel master jstem state UP group default gqlen 1808
S ffffff

e link

1568 gdisc fg_codel ma d 3 1 state UP group default glen 1608
fq_codel master jstem state UP group default glen 1888

state UP gre ult glen 1688

ope global dynamic woprefixroute enst
ec
dynamic mngtmpaddr

e DOWN group default glen 16

state DOWN group default glen 1668

ff

HR D( lisc nogueue state UNKNOWN group default glen 10688
linkseth : 4 : 84 ff:ff:ff:ff:£f
inet 18.

3.  Hacrpoiika kommyTaruu B cermerte HQ (VLAN)

Komanna:
ovs-vsctl show

Brisox:



vect]l show
14a93ava-ed450-4ce?-adB85-67474373690c
Bridge hqg
'ort hig-su
Interface hg-sw
type: internal
Port ensh
tag: 208
Interface ensh
Port gns:

Port MGHAT

tag: 999

[nterface MGMT

type: internal

Port e

tag: 1606

Interface ens4

ous_version: "2.17.11"

Hacrtpoiika He T TCS

HQ-SW HACTPOEH

Mamuna HQ-SRV

1. Hactpolika JOMEHHOTO UMEHU

Komanna:
hostname
BriBox:

hostname

reuugdufsud lu

Hactpoiika.

Komanna:

hostnamectl set-hostname hg-srv.au-team.irpo

BriBon:

stnamect] set-hostname hg-srvu.au-team. irpo

hg—sru.au—tean. irpo




2. Hacrpoiika uatepdeiicon

Komanna:

ipa

BriBon:

Hactpotika.

Komanpa:
3aiiTu B daitn: vim /etc/net/ifaces/ens3/options

[IpoBeputs conepxxumoe (haiina

TYPE=eth
CONMF1G_WIREL
BOOTPROTO=stat
SYSTEMD_BOODTPROTO=static
CONFIG_I1PV4=yes
D I'SABLED=no

M _CONTROLLED=no
SYSTEMD_COMTHROLLED=no

3aiitu B daiin: Vim /etc/net/ifaces/ens3/ipv4address

Brecru B daitn unpopmanmro

3aiitu B daiin: Vim /etc/net/ifaces/ens3/ipv4route

Buectu B ¢aiin nnpopmanuio

default via 18.18.1688.1

3aiitu B daiin: vim /etc/net/ifaces/ens3/resolv.conf



Buectu B daiin nnpopmanuio

search au—team.i pH
nameseruver

o e |

namneserver 12

systemctl restart network

BriBon:

: emct]l restart network
ip a
: lo: <LODPBACK,UP,LOWER_UP> mtu 65536 gdisc ue ate UNKNOWN group default glen 1868

pe host lo
preferred_1ft forever

P {Em‘ed 1ft forever
<BROA TICAST,UP,LOUER_UP> mtu 1588 gdisc fq_codel state UP group default gqlen 18
Iinksether 176:00:04:00 brd ff:ff:ff:ff:ff:FF
altname enpB
inet 10.10.106 ¢ brd 10.10.1680.31 scope global ens3
valid_Ift reve ]Irr'fr'rr'rri 1ft forever

i}

I 5
C HlllT[(ﬂ'\T UpP, ]llbl[']-‘ _UP> mLu 1588 gdisc fq_codel state UP group default glen 16808
linksether 0:00:04:00:fe brd fE:ff:ff:FF:FF:FF
altname enpB
inet 1l.|‘l 254.2 / 25 .183 s > global dynamic refixroute

mamic magtmpaddr

3. Hactpoiika 10kagbHON y4eTHOM 3alUCH

Komanna:
vim /etc/passwd
BriBox:

_nsled:x:490:475 :NSS-LDAP Daemon:/:/sbin/nologin
_chron 489:474:Chrony User:-/var/libs/chrony:/dev/null
ntpd:x:488:472: :sdev/null:sdevs/null

tcpdump : 7:471::7dev/null:sdev/null

_dhcpcd:x:486 468 :dhcpcd user:/var/libsdhcped:sdev/null
: 500 A::/home/user: /bln/haSh

Komanna:
vim /etc/group

BriBon:



root:x:H:
bin:x:1:root
daemon:x:Z:root
sys:x:3:root,bin,adm
adm:x:4:root

tty x:5:

disk:x:6:root

:x:18:root,zabbix,user,sshuser
firewall :x:11:

Komanna:
visudo
BriBon:

##t Uncomment to allow members of group wheel to execute any command
# WHEEL_USERS ALL=(ALL:ALL) ALL

##t Same thing without a password
# WHEEL_USERS ALL=(ALL:ALL) NOPASSWD: ALL

##t Uncomment to allow members of group sudo to execute any command
# SUDO_USERS ALL=(ALL:ALL) ALL

## Uncomment to allow any user to run sudo if they know the passuord

it of the user they are running the command as (root by default).

# Defaults targetpw # Ask for the password of the target user

# ALL ALL=(ALL:ALL) ALL # WARNING: only use this together with ’Defaults targetpu’

##t Read drop-in files from setcs/sudoers.d
@includedir setcssudoers.d

Hactpoiika.

Komanna:

vim +123 /etc/sudoers

EHTUPOBaThb

##t Uncomment to allow members of group sudo to execute any cd
# SUDD_USERS ALL=(ALL:ALL) ALL

##t Uncomment to allow any user to run sudo if they know the

#it of the user they are rumming the command as (root by defau
# Defaults targetpw # Ask for the password of the target usg
# ALL ALL=(ALL:ALL) ALL # WARNING: only use this together w

##t Read drop-in files from setc/sudoers.d
Pincludedir retc/sudoers.d




4, Hactpoiika 6e3omacHoro ymaineHHoro gocryma (SSH)

Komanpa:
vim /etc/openssh/sshd_config

BriBogn:

#iS5trictModes uyes
MaxAuthTries / MonbiTkM BBOAA NApPONsA ecTb
#tMaxSessions 18

#tBanmer none

Hactpoiika.

Komanna:
vim /etc/openssh/sshd_config

Brecru B daitn unpopmamro

# no default bammer path
Banner -setc/opensshs/banner

vim /etc/openssh/banner

Buecru B daitn unpopmarimro

Authorized access only_

systemctl restart sshd

5. Hacrpoiite undpactpykTypy paspemieHus 1oMmeHHbIX iMEH (DNS)

Komanna:

vim /etc/bind/options.conf



BriBo:

options {

disables the use of a PID file
pid-file none:

e
# Oftenly used directives are listed

w [f the forward dix ig" set to
* guery the forwarders.

orward only:
s/ forvarders { ¥.

P

# Specifies which hosts are allowed t
*/

ssallow—query { localne

This lets “allou—query"” be used to
level rather than having to h
"al low-query-cache" can s
If "allow-qi
set, otherw 1low—guery
“"recursion no:;" is set in which cas
default (localhost: localnets:) is

//allow—query—cache { localnets: ¥.

Komanna:
vim /etc/bind/rfc1912.conf

BriBog:

one 18,18, in-addr.arpa”
type mast

below.

"only", the server will only

o ask ordinary que

specify the default zone access

ry zone override the global

et at both the options and view

ot set low-recursion” is
is u i - unl

e "none;" is used, otherwise the

used.

file "168.18. in-addr.arpa":
allow-update € none; J:

type mas
file "au-t

Komanna:
vim /etc/bind/zone/au-team.irpo.zone

BriBon:




alA hg-srv.an-team. irpo. admin.au—team.irpo. (
ZB24818181 ; Serial

3660 ; Refresh

1666 ; Retry

GE48600 i Expire

86408 ) : Minimum TTL

N3 hg-sru.au-team. irpo.
A 18.16.1688.2

] 172.16.1.4

A 172.16.2.;

: 18.18.

A

Komanna:

vim /etc/bind/zone/10.10.in-addr.arpa

BriBon:

au=team. irpo root.auteam.itpo. (
ZHZ251 18680 ; serial
: refresh

: retry

; expire
: ncache

)

au—team. irpo.
hg=rtr.au-team. irpo.
hg-srv.au—team. irpo.
hg-cli.au—team.irpo.

Hactpoiika.

Komanna:

3aiitu B daiin: vim /etc/bind/options.conf

Buectu B daitn nuadopmarmio



-

listen-on { 10.10.1680.2;: }:
listen—-on-uwb 1 none;

o

» If the forward directive is set to "only", the server will
# guery the forwarders.

A foruard only:

forwards

e
w Specifies which hosts are allowed to ask ordinary gue
allow—query 1 any:

Komanna:
3aiitu B haiin: vim /etc/bind/zone/au-team.irpo.zone

Brecru B daitn uapopmanmro

sru.au-team. irpo. root.au-team.irpo. (
‘82460168181
366A : Refresh
1860 : Retry
GB48600 : Expire
86466 ) : Minimum TTL

NS hg=sru.au-teamn. irpo.
A 18.168.188.2
A

A

br—{w A

; JamucH gna ISP
peh 172.16.1.

172.16.2.

Komanna:
3aiitu B daiin: vim /etc/bind/zone/10.10.in-addr.arpa

Buectu B ¢aiin nnpopmanuio



au-team. irpo. root.au-team.irpo. (
12H : refresh
1H : retry
W : expire

1H : ncache
)
au-team. irpo.
hg-rtr .au-team. irpo.
hg-sru.au-team. irpo.
hg-cli.au-team. irpo.

Komanna:

systemctl enable --now bind.service

6. Hactpoiika wacoBoro nosica

Komanna:
timedatectl
BriBon:

timedatectl
Local time:
Unive 1 time

RIC time B4-85 11:1

L

Time : : EnropesMoscow (H3
system clock suynch : UES
NTFP = e: active
RTIC im local TZ: no

HQ-SRV HACTPOEH

Mammuna HQ-CLI

1. Hactpoiika nomeHHOr0 nMeHu

Komanna:
hostname

BriBon:



nostname

Komanna:

hostnamectl set-hostname hq-cli.au-team.irpo

Brisox:

| -1 user@ogssnrjaep0ri: /home/user

@ain fpaska Buy Flonck Tepmuuan Tlomols
AyTeHTUPUKaUMS

Authentication is required to set the statically
configured local hostname, as well as the
pretty hostname.

MpUNoXEHKEe NLITIETCR BRINONHUTE AeRCTEINE, KOTOpOS
TpebyeT AOMONHUTENbHLIX NPUBNAETUA. 7R BLINONHEHUA

3TOF0 feRcTaNR Heobxogvma ayTeHTUduKayns
NoALIOBaTENA root

er

e enpo

Napons NoNL308aTens root: I! {001

P Cocpenms

@ Ormena || ABTOPMI08aTLCA |

noprefix

hostnamectl set-hostname hg-cli.au-team.ir

nos thame

2. Hactpoiika untepdericon

Komanpa:
ipa

BriBon:



ta

50:00

link/loopb

inet 127
valid

ineté

fcdéf e
preferred_1ft foreve
> mtu 1500 qdisc

FE:fE:Ff.ff

link noprefi
forever

ineté

3. Hactpoiika wacoBoro nosica

te UNKNOWN group default glen

group default

c noprefixroute ens3

Xxroute

fq c 1 state UP group default

Komanna:
timedatectl

BriBo:

timedatectl]
Local time:
Un iuve: | time:
il time
Time zone:

6-B4-05
B4-85
A4-A5
SC0u

oun SHL
Europe-Mo

Ues

system clock synchron
NTF

active

RTIC local no

HQ-CLI HACTPOEH

Mammuna BR-CLI

1. Hactpolika 1o0MEHHOTO UMEHN

14 :
11:
11:

(H +03088 )

Komanna:
hostname

BriBon:



nostname

ogssnrijaeplrl

Komanna:

hostnamectl set-hostname br-cli.au-team.irpo

Brisox:

AyTeHTMOUKAUMA
Authentication is required to set the statically

configured local hostname, as well as the
pretty hostname.

MpunoxeHWe NLITASTCA BLINOAHWTL ASNCTBME, KOTOpPOe
TpebyeT AONONHUTENLHLIX MPUBMASTMIA. INR BRINOAHEHNUA
3TOrO AeVCTBUR Heobxoanma ayTeHTuduKauma
nonb30BaTens root.

Maponk NoONL30BATENR root [l toor

) Ceepgenun

@ Ormera ABTOPM30BaTLCA

hostname

2. Hactpoiika untepdericon

Komanna:
ipa

BriBon:



ip a
lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default glen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
cope host lo
preferred_1ft forever
pe host
valid_1ft f ver preferred_1ft forever
: ens3: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq codel st group default qle
1000
link/ether 50:35:03:00:24:00 brd ff:ff.iT:tf:ff:ff
altname enp0s3
inet6 fes80:

valid_1ft f ver preferred_1ft forever
ens4: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel s - group default qle

1000

link/ether 50:00:00:09:00:fe brd ff:ff:ff:ff:ff:ff

altname enp0s4

inet 169.254.2.101/30 brd 169.254.2.103 scope link dynamic noprefixroute ens4
valid_1ft 51038sec preferred_lft 51038sec

ineté fecO 3d9:f89d:d85/64 scope site dynamic noprefixroute
valid_1ft 8 preferred_lft 14378sec

inet6 fe80::calc:78dc:8d9:3ec5/64 scope link noprefixroute
valid_1ft forever preferred_lft forever

Komanna:

SU —

mv /etc/net/ifaces/ens18 /etc/net/ifaces/ens3
3aiitu B daiin: Vim /etc/net/ifaces/ens3/options
[IpoBepuTth conepxumoe Gaiina

TYPE=eth
COMFIG WIRELESS=nn
BOOTPROTO=static
EMD _BOOTPROTD=static

CONF IG_IPU4=y

ABLED=no
M COMTROLLED=no
:HD_CONTROLLED=no

3aiitu B (haitr: vim /etc/net/ifaces/ens3/ipv4address

Buecru B daitn unpopmariuro

3aiitu B daiin: Vim /etc/net/ifaces/ens3/ipv4route

Brectu B daiin nnpopmanuio

3aiitu B daiin: vim /etc/net/ifaces/ens3/resolv.conf



Buectu B daiin nnpopmanuio

systemctl restart network
reboot

BriBogn:

ip a
<LOOPBACK,UP, LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default qlen 1

link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred_l1ft forever
inet6 1/128 scope host
valid_1ft forever preferred_lft forever
<BROADCAST ,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc fg_codel state UP group defaul
1000
link/ether 50:a35:0a:00:24:00 brd ff:ff:ff:ff:ff:ff
altname enp0s3
| inet 10.20.30.2/29 brd 10.20.30.7 scope global noprefixroute ens3
valid_1ft forever preferred_lft forever
‘ inet6 fe80::52a35:aff:fe00:2400/64 scope link
valid_1ft forever preferred_lft forever
}3 ens4: <BROADCAST ,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state UP group defaul
t qlen 1000
link/ether 50:00:00:09:00:fe brd ff:ff:ff:ff:ff:ff
altname enp0s4
inet 169.254.2.101/30 brd 169.254.2.103 scope link dynamic noprefixroute ens4
valid 1ft 86328sec preferred 1ft 86328sec

3. Hacrpoiika gyacoBoro mosica

Komanma:
timedatectl
BriBog:

timedatect]
ocal time: Sun 6-04-05 14:
| time: Sun 26, A4-aA5 11:
RTC time: SHum . A4-AS5 11:
Time zone: EuropesMoscow (H

stem clock synchromized: yes
NTP service: active

RTC in local i

BR-CLI HACTPOEH

Mamuua BR-SRV



1. Hacrpolika 1oMeHHOTO UMEHU

Komanna:
hostname

BriBon;

hostname

| reuug4ufsud lu

Hactpoiika.

Komanna:
hostnamectl set-hostname br-srv.au-team.irpo

BriBon:

hostnamect]l set-hostname br-srv.au-team.irpo
hostnane

br-srv.au-team. irpo

2. Hactpoiika uatepdericon

Komanna:
ipa
BriBog:

+ <LODPBACK,UP,1 iR tu 65536 gdisc nogueue state UNKNOWN group default glen 18868
1ink~ loc 00:60:00:00:00:80 brd OO:00:00:00:00:00
host lo
:rred_lft forever

y fedd: 5298

id_1ft fo
‘BR ST, MUL

ed_Ift 14

||‘.|!_: link
acTpoOUKa.
Komanna:

3aiitu B (haiir: vim /etc/net/ifaces/ens3/options

[IpoBepuTtsb conepxumoe Gaiina



H I"IIHTF'I'III ED=no
) HMD_CONTROLLED=no

Baiitu B haitn: vim /etc/net/ifaces/ens3/ipv4address

Buectu B daiin nnpopmanuio

10.208.28.2/28

3aiitu B haiin: vim /etc/net/ifaces/ens3/ipv4route

Buecru B daitn unpopmarmro

default via 18.28.28.1_

3aiiTu B daitn: vim /etc/net/ifaces/ens3/resolv.conf

Buecru B daitn uapopmanmro

search au—team. irpo
namneserver 10.10.1066

systemctl restart network

BriBog:

systemctl restart network
ip a
lo: <LODPBACK,UP,LOWER_UP> mtu 65536 gdisc nogueue state UNKNOWN group default glen 1088
link/loopback B6:00:00:00:680:08 brd 00:00:00:00:00:008
inet 127.0.8.1/8 scope host lo
valid_1ft forever preferred_lft forever
inetb ::1,128 L
valid_Ift forever preferred_Ilft forever
Z: ens3: <BROADCAST,MULTICAST,UP,LOWER HP\ mtu 15600 gdisc fq_codel state UP group default glen 18
Iinksether 176:00:04: brd £: £ ff:ff
altname enp
inet 10. 166.2-27 brd 10.10.1080.31 scope global ens3

i)

valid_1ft forever preferred_lft forever
inetb feBB::5298:76ff:febdb:dBB-64 scope link
valid_1ft forever preferred_lft forever
3: ens4: <BROAD( ,MUL T,UP,LOUY JP> mtu 1588 gdisc fq_codel state UP group default gqlen 18688
linksether 00:00:04:80:fe brd FE:FE:FE:FP:FF-FF

altname enpbs4

inet 169.254.2 »38 brd 169.2 .183 scope global dynamic noprefixroute ens4
valid_1ft

inet6 fecB:
valid 111 86398

inetb fei
valid_I1ft forever preferred_Ift furCULr

Hactpolika nokanpHON y4ETHOM 3aIlIUCH



Komanpa:
vim /etc/passwd

BriBon:

_nslcd:x:490:475:NSS-LDAP Daemon:/:/sbin/nologin
_chrony:x:489:474 :Chrony User:rsvar-libschrony:/dev/null
ntpd:x:488:472: :sdev/null :zdev/null

tepdump :x:487:471: :sdevus/null i zdev/null

_dhcpcd 1x:486 :468 :dhcped user:svarslibsdhcped: sdev/null
) : : :/home/user : /bins/bash

Komanpa:
vim /etc/group

BriBon:

root:x:H:
bin:x:1:root

T

daemon:x:Z:root
sys:x:3:root,bin,adm
adm:x:4:root

x:6:root

:root,zabbix,user,sshuser
firewall:x:11:

Komanna:
visudo
BriBon:

##t Uncomment to allow members of group wheel to execute any command
# WHEEL_USERS ALL=(ALL:ALL) ALL

##t Same thing without a password
# WHEEL_USERS ALL=(ALL:ALL) NOPASSWD: ALL

##t Uncomment to allow members of group sudo to execute any command
# SUDO_USERS ALL=(ALL:ALL) ALL

##t Uncomment to allow any user to run sudo if they know the passuword

#tt of the user they are running the command as (root by default).

# Defaults targetpw # Ask for the password of the target user

# ALL ALL=(ALL:ALL) ALL # WARNING: only use this together with ’Defaults targetpu’

#i#t Read drop-in files from setc/sudoers.d
Rincludedir setcssudoers.d




Hactpoiika.

Komanna:

vim +123 /etc/sudoers

%*_ -1-.EHTH;]DEETE
C !

##t Uncomment to allow members of group sudo to execute any cd
# SUDO_USERS ALL=(ALL:ALL) ALL

##t Uncomment to allow any user to run sudo if they know the

##t of the user they are rumming the command as (root by defau
# Defaults targetpw # Ask for the password of the target usd
# ALL ALL=(ALL:ALL) ALL # WARNING: only use this together w

#it Read drop-in files from retcr/sudoers.d
Pincludedir retcs/sudoers.d

4, HacTtpoiika 6e3omacHoro ymaneHHoro gocryma (SSH)
Komanna:

vim /etc/openssh/sshd_config

BriBon:

#iS5trictModes uyes
MaxAuthTries / MonbiTkn BBOAA NApons ecTb
#MaxSessions 10

#tBanmer none

Hactpoiika.

Komanna:
vim /etc/openssh/sshd_config

Brectu B daiin nnpopmanuio



# no default banner path

Banner -setc-/opensshs/banner

vim /etc/openssh/banner

Buectu B daiin nnpopmanuio

Authorized access only_

systemctl restart sshd

5. Hacrpoiika wacoBoro nosica

Komanna:

timedatectl

BriBon:

tinedatectl

Local

Universal
RTC

Time =
aystem clock synchird

NTF =&

RTC in local TE:

time: 3
time: 5

e active

no

Hacrpoiika He Tpebyercs

BR-SRV HACTPOEH

Mammuna BR-FW (HactpauBaercs yepe3 6pay3ep na BR-CLI)

0. [Tonxmrouenue k BR-FW

B BR-CLI otkpsiTh Opay3ep u BBectu anpec u nopt BR-FW — 10.20.30.1:8443, nanee npuHATH Bce PUCKU



@ Eh He zaupeno | https://10.20.30.1:8443 <

CKopee BCero, 31a npoﬁnema CBA3aHa C CaMUM Be6-(a|71TOM, M Bbl HUYEro He CMOXeTe C 3TUM CaenaTtb.

EC/Av Bbl HAX0ANTECh B KOPNOPAaTUBHOW CETU UK UCMONb3YyeTe aHTUBUPYCHYIO NPOTrPamMMy, Bbl MOXeTe
CBA3aTLCA CO CNyX60M NOAAEPXKKN ANA NONYHEHUA NOMOLLW. Bbl Takxe MOXeTe coobLWunTL agMUHUCTpaTopy
Beb-caiiTa 06 310l Nnpobneme.

MoapobHee...

BepHyTbCsl Hasaj (pekomeHayeTcs) Aononuwrenb@

KTO-TO MOXET MbITaTbCA MOAMEHWUTb HACTORLLMIA CaNT U BaM NyHlUe He NPOAC/IXaTb.
Beb-caiiTbl NOATBEPXKAAIOT CBOIO MOANMHHOCTL C NOMOLLLIO cepTudukaTos. Firefox He gosepseT
10.20.30.1:8443, NOTOMY 4TO U3AaTeNb €ro cepTudukata Hem3secTeH, cepTudukar aBaAseTca

CaMonoAnNMCaHHbIM, W CepBep HE OTNPaB/IAET KOPPEKTHLIE NPOMEXYTOYHbIE cepm¢mxarbl.

Koa owmnbku: SEC_ ERROR_UNKNOWN_ISSUER

MpoCMOTPETL CepTugmKaT

BepHyTbCA Ha3aj (pekoMmeHAyeTcs) MPUHATL PUCK U npvonx»@

Banorunuthes (Jlornn: Admin IMaposns: 1decoP@sswOrd)

IDECO NGFW NOVUM

Normd  Admin

Naponb |decoP@sswOrd ©

1.  Hacrpoiika 10MEHHOTO UMEHU




[FEE ) £ 0

Q@ YnpaBneHue cepeepom o

ANMWHWUCTPaTOPLI

Knacrepuaauus
O6HOBNEeHWA
EBakanbl
TepMuHan o
INueHanA

Komanna:

hostname
BriBon:

[admin@bez-nazvaniya-58d7182b-a2bb-u411U4-aefc-7adu96032041 ~]# hostname

bez-nazvaniya-58d7182b-a2bb-u4ll4-aefc-7adu96032041

Komanpa:

hostnamectl set-hostname br-fw.au-team.irpo

BriBon:

[adm
[adming

1 set-hostname br-fw.au-team.irpo

-team.1irpo

2. Hactpoiika untepdericon

Komanna:
ipa

BriBon:



[admin@br—fw ~]#_ip -4 a
- <LOOPBACK, UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default glen
inet /8 scope host lo
valid_1ft forever preferred_lft forever
inet /32 scope global 1lo
valid_1ft forever preferred_lft forever
<BROADCAST ,MULTICAST,UP,LOWER_UP> mtu 1500 gqdisc fg_codel state group defa
altname enp@s3
altname ens3

altname phyport.id.ethe_o00
altname interface.id.01KG87FXUUMEIFRGDG1V33W7wy
inet 10.32 2/30 scope global Leth2
valid_lft forever preferred_lft forever
<BROADCAST ,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fq_codel state group defa
altname enpOsu

altname ensu
altname phyport.id.ethl_61
altname interface.id.01KG87HCHSNM9G8MGZVUDFKNVV
inet 10.2 /28 scope global Leth3

valid_Lft forever preferred_lft forever

<BROADCAST ,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc fqg_codel state group defa

altname enp@OsS5S
altname ens5
altname phyport.id.eth2_62
altname interface.id.0©1KG87JQVM82G1SNUJIXT8O9V3W
inet /29 scope global Lethd

valid_lft forever preferred_lft forever

<BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc noqueue state

3. Hactpoiika muaamudeckoi mapripytusaiuu (OSPF)

« - C O @ https/10.2030.1:8443/#/dashboard bk h =

EQEJ]I: MOHUTOpUHra (@ © Cospate6akan O O IP@ @
3arovMeHHOCTh uHTenbekcor MEUT/c oifoc - 1vac -
« C @ (OIN 15://10.20.30.1:8443/#/ro o5 g =

. IDECO NGFW NOVUM
1

e Bea yassanna
VCE: CMCTEMHBI KOHTEKCT
B Naxens MOHUTOPHHTa
\ MNonb3oBatenu

MOHUTOPHHE

s
® nMpaeunna Tpadmka
o]

Mpodunn 6e30NacHOCTH

3= CepBuchbl

| < MapuwpyTnsauna o

CTaTH4eckan




= @ OSPF v @

PaBoTaer

OCHOBHBLIE OONONHUTENBbHBIE

- HacTpoWkmn

Router ID ... 10.20.30.1 (169090561)

AyTeHTUdHMKaUMUA coceiem
(O Besnapons

(®) MD5

Key ID
1

LUenoeyncno ot 1 go 255

Naponu
|_uuuu P@55wDrd @

Makckumym 16 cumeonoe. PaspelleHbl CHMBONGI
ASCII, upome npodena.

COXpaHnTb

TNokanbHble uHTEpdelics!

I:l = OuibTpel 3= OTo6paxenne | O Mook




= o osrF() @

PatGoTaer
OCHOBHBIE OOMNONHUTENEHEIE

Hactpoika OSPF Ha noKanbHOM WHTepdence

— Wumepgeiic
0if0

— D6nacTb (Area)

0

O8°

Llenceyucno ot 0 o 4 294 967 295

Tiun obnactu

|-Normal @
IOna o6nacti ¢ HomepoM «0» AOCTYNEH TONBKO THN
«Normals
CTOMMOCTB

[ ©

Lenoe wacno ot 1 go 65 535

JononHuTensHo

Hello-uutepean, ¢

Llenoe yucno ot 1 ao 65 535

Dead-uHTepean, c

Llenoe yacno oT 1 Ao 65 535

4, Hactpoiika yacoBoro nosica

Komanpa:

BriBo:



tinedatect]
Local time: £ A4-05 14:
Unive |l time B26-04-85 11:

T ime

aystem clock synchird T
NTF e: actiuve
RTC im local TE: no

Hactpoiika He T TCS

BR-FW HACTPOEH



